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— . Action 1 ¥ EERKRERIZHER

Actionl 2HEF—ERARNBEEMEE TS  BRRSHNERME - RPZIRET A
5% - Actionl BEIREE—BRARFRFIRE - BEBFLRLETEE - UBLERZREREAMEER
BIEWE - b EBERFE = SEENEELRR - BRFENRIEHSRETEZE R A
ZRIETIERE -

KNRZEAPIEERERANMDE 5 0ERRF =L BRARANEEAGRARIEHEE -

HER 1 EINIRRS

S 2 . FERENEEZRBEMH
S 3 . BEEIERAREN
T4 EXERBBHESRIERS

HER 1. 18w %L (Add Endpoints)

ERBERBIRR 2R - BELE Actionl Agent, ER—EMELERRELR - 2FLBZER-IFERE/N -
PRIEImAG B 2SN REEH - BRIEZERERNE -

1. 3l Endpoints 12 Install Agents -
. EEZ Download Agent - FTEHRE, BAABTRTEERTENERSH

3. &% Actionl Agent - SERNZERBELE - TRE—D P - ZREN(installen) EEKIE
FZEERIBAIRER -

4. 1BEEE(Check Status) - #RX[E|F] Actionl #ZHI &1 BEE Next Step D44 Check
Connection Z LU Bg 855 -

5. EZE "Finish” iR[@ "Endpoints” WHEEDPEFMIENMA Agent FAER - BB ENEE
THBZFER - AINRENER - ELENREERFAGE -

| G

"8 Action1 Agent Setup = X

Actionl Welcome to the Action1 Agent Setup

s . Wizar
Download and install Actionl agent 20
The Setup Wizard
jent will securely connect to Actionl Cloud using er e Aengd
it from your compu 2
Rionyor O Name Address Operating System

s 1 TEsTO ——
Ea @ IMPORTANT: Your firewall must allow outbound TCP connections on port 22543
- E Having issues or connection errors
Cloud-ba
Remote Monitoring &
' Management

HEDER | EEZEnw CETHERNE - BEM Actionl Deployer - AR EDZE R
MizimEtE T H -



https://www.action1.com/documentation/action1-deployer-recommended/
https://www.action1.com/documentation/gpo-software-installation/
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L 2. FENMRENIBZERIEIEM (Manually Review and Deploy Patches)

FiBmRiER - BRERANREER - ESLENTENMERARFAEMBZAREN - BEL
HEE MR AR AR IMEIER -

1. 7 Endpoints 835 - EZInFiE= T (endpoint name) -

2. EE Missing Updates(fRKE#T)IEZEREENER - (FERAME = BHBEAIFR
BESEN  UABEWTRMENZEZREUSTRNE—EREE D -

3. EZ Deploy Update(BREE#UMENEMEE - BiFIRFTIEA Stepl PETEHMANE
B .

4. RBFEZFE Reboot Options(E#TEIE))EIR - IR IEEMENEHTEMBZEZEIN
B RIFERRERAERMES 60 P EMNREIRRGTE LENER -

5. EZ Next Step MRLUEE Step3 PRIBFZEIR - LA BRIRETRRAN "Run
Now(iZBMiETT)” - ABEE "Finish” -

6. Actionl FHRBIHBEETHENLANTHESME - WEDER . SEREEELEETR

NE=
J
9 e
All managed endpoints on my network c
Name ‘Comment User Status Reboot os Vulnerabilities Missing Updates
. . Windows N i i
AKS-0004-TX For testing patches and updates TX-CORP\administrator  Connected ®requred (S @ 18 criiol, 474 non-critical @ 3 aritical, 8 non-critical
N Windows .
WKS-0007-TX For testing patches and updates TX-CORP\odministrator  Connacted ® Required comaragg @ IBcriticol, 488 non-oritical @ 3 ritical, € non-oritical
Wincows
WKS-0007-TX B
General 1 t}y Missing Updates Vulnerabilities Installed Software Automnation History
Js) Status: All . Saverity: All | Action tests and publishes updates shortly after vendors release them.
STl 2 updates selected
B N 1 Deploy Update
Name. Installed Version Latest Version Release
2021-01 Update for Winclows Server 2019 for x64-based
Latest 09/03/24
Systems (KBA589208) atess /03]
2022-02 Cumulative Update Preview for NET Framework 3.5,
Latest 15/02/2:
472 and 48 for Windows Serve for x84 (KB5ON267) atess foal Updates to deploy:

2022-10 Cumulative Update for NET Framework 3.5, 47.2 and

nf1020:
4.8 for Windows Server 2018 for x54 (KBS01B542) Latest hof: Al
2022-10 Cumulative Update for Windows Server 2019 (1809)
Latest nfiof20:
for xBa-based Systems (KB5018418) atess hof. Matching filters
Adobe Acrobat Reader DG 21007.20081 2300320244 12007129 @) only selected

|

Selected updates

Microsoft Edge (119.0215197, 30/1/2023) Accept EULA ]
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SR 3. BENEIZEFAHEE # (Automate Deployment of Critical Updates)

HEEREER(Patch)FlRHEEAE - DIBRIEINSHRY - LTEARESE - LEFSE

NIRRT 3 RERBMERRLZ REER -

Efit Automations - #1£ New Automation Wi#57E Deploy Update °
£ "Deploy Update . Z8& - ##E "Matching Filters. °
#—F TAdd filter. - #1Z Update severities, - ZA%EE "Critical., -

> w N

FiBEER N7 - & —F "Additional options” - #iE "B} ENBEMARSNERN

(Automatically approve and deploy all matching updates)” - ZAZBEA 3 XIEBIE

5. RIEFEFEE Reboot Options - FEIR E—ELTH -
6. A% Add Endpoints DUEEIREAS LA -
7. 1 "Schedule, T8 - EXE8LHE - AINEE - BAMBANEZR 2% -

Updates to deploy:

o Type tatu
Group [}
bar if vt am N,
n -
dditional opt 1 2 s 3
® aomooaygppowoioepoye 00000000 o m
%) Automatical
Deiay for:
mation name:
Require ma
 critical update
boot opf
Select when do you wr i m
ggggg
y B su
20 @

HWETER : Bus—EFEFSAEEMBER - WA "Update Approval” Bin BEEEM

HESEREEN - Z—REEERUBREZNE L REHHERERBI ZINVET -
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T4 EERAEBHS RIS (Generate Patch Compliance Reports)
Actionl Bl AR E R ERNMEISERS - AhEEHRELE N AT B S HAMEZ -

1. ZEM3 Dashboard DISHIn B 2R - EFEREEBESHRYE ST  BEENK
BNIRHEES -

% | fmiEE#EE (Built-in Reports | Patch Management) I E4£BREEHA

l?&/JF:ﬁﬂﬂQ%ﬁ METE - DRARKER - BEEMRBEBENRS -

*ET H| TR (Tools | Subscribe)E LR 5P E I —1E - BloliZrBrIsiEs (AU

BIREBEFEHFEREM - )

i

oo

Dashboard
Overview Endpoint Summary
10 48 2 4
Endpaints Intalied software [ Loot seen i+ days ago . Last seen within 7 days
8 10 1
Vulnerabilities Missing updates Last seen 8-30 days ogo . Reboot required
Wi
service-Lovel Agreement: overdue 1-7 days 8-30 days 31+ days
' 4 Criticol in 7 day(s) Critical 1 2 ] o

need attention High in 15 day(s) High ] il 1 1

® overdue:1 Medium in 30 day(s) Medium o 0 2 ]
Due soon: 3 Low in B0 day(s) Low o [] -] L]

My Organization Built-in Reparts atch Man t | Weekly Update Summary
Update Deployment Compliance
The report displays the number of installed updates in the last 7 days and the number of currently missing installations.
service-Leve|
' 8 Critical in 7 d 2 endpoints polled, 2 endpoints responded with live data
need attention Important in
0 Responses: Live and Cached Expand details: No ~

® overdue: 2 wModerate in 3

Due soon: 8 Otherin€0dd  ypdate Name Version Security Severity Release Date Updates Missing
1 4.8 for Windows Server 2019 for x64 Latest Critical 2023-1-14 2

Latest Critical 2023-1-14 2

Latest Unspecified 2023-1-14 2

220 Unspecified 2023-11-01 1
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Actionl T FF 2 HMMINEEREEREIEREIE - —BERTBERIE - FERRUTNDR -

o HEIEAFE (Bulk agent deployment)
& F Actionl Deployer B #1171 Active Directory FRIFTEIGILEZE Agent RIEWFTA
&4 - AITE Configuration | Agent Deployment 3% -

® E1IMmELE¥4H(Create endpoint groups)
HHEMETHAY  RBECRRIER - 5P - UE - FERFREREDEAROER - S
Endpoints i &2 Create Group °

o CZREWMAREE(Inventory of installed software)
BI7E “Installed Software” EEFTBEERAER - ERALINZEBURANER -

o HEREARER (Deploy applications)
EIn L F R E IS5 E (Software Repository) P FESCECEME HEEARE - BiE—
B Z@in%E - 2A%IZ—T "Deploy to Endpoints . BITIRA - HEFIEBIERAER
75 B fE Software Repository 142 —T Add to Repository Elo]Fi4a -

o EFHEARE(Uninstall applications)
FHNEHEMRARENNEBNERARER - BE—EZ Bk - AEER—THEHE
(Uninstall Software)s 217 )& EAZ R RIS E B e EIE, -

® ETTHMIA(RuUN scripts)
Actionl FI5 R4S EE (Script Library)2R 8 TR EIEES) - BIUIFELE Windows THBEEHT -
MpRERISIEZRS - B UAF B3] PowerShell FIAEMNEIMAER -
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—. Acton1 gJE3k

Actionl Web Z§I&

Web 2% 2% : Chrome - Safari - Firefox - Internet Explorer 3 Microsoft Edge
WZERRF JavaScript A cookie
### https://www.actionl.com

Actionl 88Z#E= (Deployer)

EZEZ4 - Windows 7 S E S R4S

sCiEAE ¢ £/ 100 MB o] Y32 5CiEES - 50 MB fidfRZ= [

IR - HFAEAERENEEEFN ( H \\admin EEMEAFZEURERE Windows BRFEHI
BEN )~ BIRIBPAEEIARZEEREIEFEY - ¥ Active Directory FIE:EFEX

Actionl Agents

EZEZ 4 : Windows 7 5 E
ofERE . £/ 50 MB oY ECERS - 10 MB iR ZERE
Windows PowerShell : 2.0 SkE S hRA*

* FARZ1E T - Windows PowerShell 7% Windows 7 B#R o] - (EREEZEIFERE S FEHRAR Windows
RV - BREGFAES - B2 E Microsoft 324+ - Windows PowerShell Z#Z 5k f1Z % Windows PowerShell -

FrKiSEC &
AREONBERENER - FEH PXIERE -

hmsRRERE
%ﬂ%ﬁ)ﬁfﬁﬁ SMELE Actionl iR#5 - SFEMREREDH Actionl IERIMLL MERIIABR

C:\Windows\Actionl
C:\Windows\Action1\actionl_agent.exe
C\Windows\Actionl\actionl_remote.exe


https://www.action1.com/
https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/install/windows-powershell-system-requirements
https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell-on-windows
https://www.action1.com/documentation/firewall-configuration/
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Inbound E2 Outbound &Ei1%:RAA

Actionl Agent UIERRRETTEERPIR 2 Action] EEIARZRAVEE - TRAZH Agent 33EHE -
AZ&RE - Bt - AFRELIEPKGRARREND - @EZEQRE - BERHBH I U MEREERE
FE) LA 1 Agent ZIEARES - REBIRMO -

BEUEERE  Agent AFEFFREARBNIES - BEENIEESATERIWERSER - @R
TS EAEES Action] ZHSRNFHRBIAKRBEIRGAE LIRS - LB EN—(EEZEE
% : 1538 (fABReR ) HLIET - BHEX (Agent) SHUWBEELIFT - BRRBELRISENTE
R - AR SIRIE -

L4 (Outbound)RRMEBE —EHISh : EE—HAEE _EAY Actionl Agent TRZEEBRAEIRL (P2P) HE
RB{PEEBEN - EEEBN N - Agent BEZRBEBFSRIAIA(INbound)EfZ - BEEAES
HMERY - BEZEREE AL LAN BXAERR R DU E I RAS R -

B

KRRl &

BRABERAPEER Port MBERTERR - SFERIAE - BUKERIUARFFIRUTER :

Resource Type Port & Protocol Required for Components
Actionl servers
(server.actionl.com):
54.210.188.13 22543 TCP, (Required) Connection Agents,
Outbound )
54.227.102.112 TLS 1.2 over TCP  |to Actionl Cloud. Deployer
3.210.54.212
3.213.90.174
(Required) Connection
Outbound 135 RPC TCP . Deployer
to Actionl Cloud.
(Required) Connection
Outbound 139 SMB TCP . Deployer
to Actionl Cloud.
(Required) Connection
Outbound 445 SMB TCP . Deployer
to Actionl Cloud.
(Required) Connection
Outbound 389 LDAP TCP . Deployer
to Actionl Cloud.
Randomly
allocated high . .
(Required) Connection
Outbound TCP ports . Deployer
to Actionl Cloud.
(between 49152 -
65535) TCP
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9
Port & .
Resource Type Required for Components
Protocol
Actionl Remote Desktop (Required - only for North
relay servers in North America) E4R % Actionl ElxS%
) 22543 TCP,
America: [l sk G
Outbound TLS 1.2 over - . . Agents
34.203.184.16 o ELAIRSUMIEE - DR
52.205.66.134 ENAFESRENERSH
52.200.246.160 Ak -
(Recommended) #E ) T
SEAEN (P2P XHH=E)
BHREARE MR/ IMNEBIAR
bo5c1 HfER » &% port FETEFEEIREL
Managed endpoints EAHATR - DR At 48 s P
Inbound TCP/UDP, . N Agents
(LAN only) Agent ZERVER - MRADEH
6771 UDP .
it A £ Agent Z BRI ALLE
S - Bl Agent i A S EARIURIA
TEHNEBRED - MEBREHE
hSEERE -
al-backend- - e o o NN oy S
HERAREAME = REEMH
packages.s3.amazonaws.c Outbound 443 HTTPS - Agents
- = °
TCP, )
. ‘ Windows Update
* windowsupdate.com Outbound proprietary by Agents
. management.
Microsoft
. Windows Update
*.mp.microsoft.com Outbound HTTPS/TLS 1.2 Agents
management.
. Windows Update
emd|.ws.microsoft.com Outbound HTTP Agents
management.
. Windows Update
* update.microsoft.com Outbound HTTPS/TLS 1.2 Agents
management.
Deploying apps and 3rd part
us-cdn.actionl.com Outbound 443 HTTPS H SEANIEIRD S Agents
patch management.
Deploying apps and 3rd part
eu-cdn.actionl.com Outbound 443 HTTPS H PEMINEIEIR? Y Agents
patch management.
Action1 Remote Desktop (Required - only for North
Console for North America) E# 2| Actionl &EinF Actionl
America: Outbound 443 HTTPS HiIZHE - B[RRI L Console (web

us.remote.app.actionl.co

m

= - DERZNERAFESR
SRR R E SR -

browser)

7t : DNS Z#Pro* ( E5%

) BREIEFIBA TS - W - *.example.com 15 EE example.com -

child.example.com - grand.child.example.com FIFrAE MBI BERT F 431 -



;‘:Softnext@

. Action1 Deployer SpEE (IEE)

Actionl Deployer 8E59 B Eh iR MBS IR 2 ~ #0F Actionl Agent T fE B RIFEMARES -
Actionl Deployer 2—E@EBEAITRTHWESIEATS - OISEIRMIAMR Active Directory #AiF s 48
#E i1 (organizational unit (OU) P TEIEFEREE - REZWE - JUFHE T/EAE
(workgroup) RSB AKIENZEI Actionl Deployer ECE S - B N R BBERRIRIE P TR
=,

Automatically discover computers
in Active Directory and deploy Actionl agents

This feature requires installation of Actionl Deployer (formerly Actionl Connector) and its Initial configurati

Action! Deployer is  service that runs inside your network
it pericdically queries your Active Directory and automatically deploys Actionl agents

=
u
QO Q0

Active Directory

B 1. &8t Actionl Deployer AR5

1. % Configuration #8938 Agent Deployment BEE 7 #E+ Configure -
£ Install Deployer &8t - THZE B EHI#EE - LREXZHEE L ERE
A% - Actionl Deployer S35 32 iIf] 64 i1 %4t -

3. EEIF®EMNEMREERZE Actionl Deployer IR - AR LARE A EEBER K InE -
#ATHY Agent - R ZEIRRERRY 24/7 AR ERIER

. HREE Deployer ZERENWUEEEF BT

5. BHEEERZ (administrative credentials) ° i ARERRIHE FEENEFE Actionl

Agent °
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1 Install Deployer 2 Check Status 3 Deployment Scope

Download and install Action1 Deployer

Actionl Deployer is a service that needs to run inside your network. It will query your Active Directory every 30 minutes and
automatically deploy Action! agents

Download Deployer 3@ OR

Actionl Deployer requires a domain account. Please ensure it has sufficient rights. @

Copy download URL [[]

Itis secure. The Deployer credentials will be stored locally in the LSA and never in the cloud. [i\

CANCEL NEXT STEP

PREBHEMR

EEAZERTERMN Administrator 1RF - MZ%s Actionl Deployer AR#% 211 —{E S ARV AR
#R5 (Create a dedicated domain account) -

o ZIRF WA Active Directory #815 BB REFHUEIR (read-only access)

o ZIRPNEAEHEETEHREIRIF#EIR(Logon as a service) ( TEAMIEERE L ) - 282 (installer)
19 E g b RIE FIEERE -

o ZIRFWZARZE Actionl Deployer IR#FFRE R EIAREE L A&t Administrators B¥2HAYRLE - O]
MFaSEREERAIEMEAEIEEA -

o ZRFUNRAEALERM LAMBESAHNKE - I UERRIAS B BHADKFHKER
AR SIBMEIAMEIREMA - FIER - IRPABAFEZEE Active Directory A4S &E3E
R - SEEARMAER -

o UWIRBZZIRFBE T FAH(workgroup) P imEs - FMEIRPIA LFASIKEEAERHEERE
WRIARREI A ERZE - Deployer MWRTESLE/RAE N B BEFHGEIE TFAHER -

#Nfa % Actionl Deployer 211 ERAIEHIRE ?

1. EAEEZEHIZR(domain controller) £ - BI®) Active Directory {3 F3 & f E B 17 E M 2 4H
1\ FE A& (domain/Users) °
2. 7% Actionl Deployer BRIZZII—E#ERZE - SI1W  “Action1Deployer”
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WA FENiF Actionl Deployer RRFEIRIRIZ M EI At Administrators ?

MRERERERE AN ARFABERS H R BNLE Deployer IR - 5% B FENIG RIS IR
EigMEIA#t Administrators 840 - TEZ %% Actionl Deployer lR#IFHIEIAREE LUK B E#Z
EERIRE EMATLUN DR -

1. EfpEAihfE A& FEE4E/E#4H (Local Users and Groups / Groups) ©
2. KIEEE (Administrators) B 40\ ZEEFIE N EIBE4H( Add to group) -
3. HARBKRESME (618 - domain\ActionlDeployer) - HEIREFRBIEZHES -

MA@ B EFAAEISR1F Actionl Deployer BRIZIREISMBI R MEIERS ?

MRCHNERERBPES BRI LAZBEL Agent RITERE - BN HEFHBR(Group
Policy) -

1. TEREEHIEE L - BIE Active Directory & M&E R (Active Directory Users and

2. BEBuMEEBEZ2E#H(domain global security group) - 4l
N ‘ActionIlocalAdmins” - if§ ActionlDeployer B /2B IR 8 -

3. RAENAEBIREREZEHI&(Group Policy Management Console -GPMC) -
KE—EBMRBEER (RY8ER Default Domain Policy ) 3¢ —EFAOBF AR
M ZMERRRERS S EBRREERMEFIFEN OU -

5. ARBBEEERIIEZHEEL) -

Bhin 2 EBIEECE/ER/Windows B E/ZE R E/ZREF4H(Computer Configuration /
Policies / Windows Settings / Security Settings / Restricted Group) °

7. AREEZTOEEIEZIEMEEHEAID Group) - FEEZEAMN Actionl Deployer f9E#48
KIZ#E( Action1LocalAdmins) -

8. MBLERE - T E (Members of this group)3hs o - EBEIEN(AD) Il BEiEE
SIRIMRE ( ActionlDeployer) - % This group is a member of 373t - B8E Add I/ #E
## Administrators °

9. ZRHABLEN  FHEETREMRNAIT gpupdate /force”

12
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BT Actionl Deployer BEE LR (permissions) ?

HEAXRMEER S (Administrators )i B S 7 A BEiG oI MTHE R EHE
\\machinename\admin$\Actionl ¥&ZE R EFIAFEE InE: LAcE =% Actionl Update #9
Windows Az#5 - IEARFSIFIKRZEFER Actionl Agent °

Actionl Deployer A &1%iE L RE 88252 Actionl Cloud 3¢ Deployer 255 7 S E E] E At 3t
7 - B ERNE—MEZH Windows fE3# A UNZEE X4 &R A RIS 2T SRR
(SCM)E Rl EE - W Windows 1FZEZRMAIER LSA EER - WHAKEASHATHIRE -

f+EEZE LSA H% ?

Az 2118 (Local Security Authority-LSA) #Z 2 —ERE R - REEHEEARMER E#H1THI SYSTEM
IRAENE - Eh— LB ESMENARBNRR  BAUNEL A FREERRES L - 1F5 LSA
WEFRENRE BTSN B Windows AR ( 8145 Actionl Deployer iR# ) RIIREZH - &
EME—F R Active Directory ZERII TS -

13
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TR 2. iBE R AR
1. 7 Actionl Deployer 1R1E 2 #t $28Y5% B & LK 2 %ProgramFiles %\Action1\Connector
3 %Programfiles(x86)%\Actionl\Connector - Actionl Deployer %15 F 75 8 48 4
HBRARERLEMERE Actionl Cloud - EFEERAREESMNEENS HREES
MR ERWABWFE RS -

2. 7£ Check Status S8 - 523& Actionl Deployer @& BN S EEE] Actionl
Cloud -

1 Install Deployer 2 Check status 3 Deployment Scope

.~ Successfully connected to SRV-Actionl-TX.tx-corp.local
IMPORTANT: Your firewall must allow outbound TCP connections on port 22543

Having issues or connection errors?  Troubleshooting

PREVIOUS CANCEL NEXT STEP

Lk 3. ELERESEHE
A /BT Z & E (Deployment Scope) & S LSt Al fic BB 2 W FHYAEE A Actionl -
«  Active Directory #3155k OU AIFRAENE (All computers in Active Directory
domains or OUs ): 1€ — B ZE A EMEN - LU RN - widgets.local -
organization.com/Servers ) - Bl LUEIEH 235k T AT Windows Server {FEEE R R E

P -

«  SIFRPAIERE (Computers in the list) : 52| Actionl 45 EEH (specific
computers) - FHIR - ARIRIRMUR TEATWIRRS - REEKEE - DIESRSRE -

o UBAh - WEFIRPHERR A FEEEE] Actionl Cloud RYEH -
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EE®TH?

—B15EEZFHE ( Bl Active Directory A1 ENFIZ ) - Actionl EEE (0 R 1% B B Bt
BEATESEM - 15 Actionl Agent TTHTIEZEEHE] \\computername\admin$\Actionl 1%
ER (HpARMRETEl BWinDir%\Actionl ) - #A%EIWRIED Actionl Agent FR7% - 4538
Actionl #iZE( - Actionl Agent % # 2l Actionl Cloud - 38R HTE LR TE IR A
(Endpoints)FIzR s -

1 Install Deployer 2 Check Status 3 Deployment Scope
® All computers in Active Directory domains tx-corplocal, ca-corp.local/Accounting @
or QUs:

Exclude domain controllers

Exclude servers

Computers in the list:

Exclude computers from the list: SRV-Actionl-TX tx-corp.local

PREVIOUS CANCEL m

MRTERZEASY - Bz ABEABZE Actionl Deployer W 73 BIRCERE -

All managed endpoints on my network + Create Grour

p Status: All v Updates: All v Vulnerabilities: All + os: All v Reboot: All v
Runscript ll Remote Desktop [l Depioy App il Deploy Update [l More Actions v ll + New Policy v [REURLUUTEREREE]
Name Comment User Status Reboot os Vulnerabilities Missing Updates Actions

Windows “ :

Security zone A TX-CORP\administrator ~ Connected Not required St i No vulnerable apps Up-to-date O |
Windows Reboot

Security zone B TX-CORP\administrator  Connected Not required No vulnerable apps Up-to-date
Server 2019

Run Script
" Windows

Conference room, 2nd floor Disconnected Not required No vulnerable apps Up-to-date

Server 2019 Remote Desktop
) Windows . ’ |

For testing patches and updates TX-CORP\administrator ~ Connected @ Required severaorg  ® '8critical, 474 non-critical @ 3 critical, 8 non-crit  Deploy App

Windows . Deploy Update
WK X For testing patches and updates TX-CORP\administrator  Connected ® Required Swver 2010 @ 15 critical, 489 non-critical @ 3 critical, 9 non-crit
Uninstall App
s Windows

For testing patch compatibility TX-CORP\Administrator  Connected Not required No vulnerable apps Up-to-date

Server 2019 Remove Endpoint
n 1-60t6 D Switch Organization

AR ZERIREGER Actionl Cloud RO - 5  "ImRi(Endpoints)” BE 2 EZMIERImRLEE
I8 -
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f . FENEMIRRL

MRAIE £% Actionl Deployer AR5 - o] IFEhiERInRh - MR R8BI 44 (E 2E 75 B iR I
B FENRTRHBAR (FW - REBRARZ 100 @inds ) WHIESHEEBFIESR - BILE
IBRGE -

HEEEER T  WATZERENIRS EFELE Actionl Agent « #% Agent 2—T&3FR AR
% LUMSI gD - REBRESEMELSE - 855 - & MSI Agent ZRRER - A%
255 Agent W 5882 Actionl Cloud R3S -

S8 1. & Actionl Agent ZE&#E

1. ZM2l Endpoints 13+ Install Agents -
£ "&& Agent (Install Agent s)” £8&$ - T& Actionl Agent ZEREZR TS
URL - MIREITEES —SEMEHEE L LK Agent - ZRIEXZEEME—W - BREH
Actionl RPHRIAM - ZEETNSIF 32 I 64 7 Windows °

] Install Agent 2 Check Connection

Download and install Action] agent

The agent will securely connect to Action! Cloud using embedded authentication certificate and encryption key specific to
your organization.

Download Agent 5§ OR

Looking to add multiple endpoints automatically? Configure Agent Deployment instead.

Copy download URL [[]

CANCEL NEXT STEP


https://www.action1.com/documentation/endpoint-discovery-recommended/
https://app.action1.com/console/endpoints
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R 2. Z% Agent

EEDINERZ—

-  ZHEEBE (ERUI)
- HMABILE (EU)

BZRE (ERUl)

1% Agent ZRENEHESEREIRBUL RN THREL S (setup wizard) - & - BAUHAZIZR
REAWEZTENRMMAESE BT FEMMEBLEER - 3% Agent fE/RE 7% Actionl Agent
HBRFE LB R A FHIRE N8I BWinDird%s\\Actionl 1554 -

Actionl Agent i BRI BB R ATUE R L2 M EEE| Actionl Cloud - EEEREHE AR
HESMHEBENSHERERSENFERAEODLBENEEE - NITHREHRIZIZ Endpoints
o o BEEH RS ERVIRIE(Actions) WEE O] HWERIRIE - AIEBRKRAER - MEE
SHENEMRE -

All managed endpoints on my network + Create Gr + Install Agents E

o Status: All . Updates: All v Vulnerabilities: All « os: All v Reboot: All
Run script [l Remote Desktop [l Deploy App | Deploy Update | More Actions v [l 4 New policy v RISl
Name Comment User Status Reboot os Vulnerabilities Missing Updates Actions
Windows 3
Security zone A TX-CORP\administrator ~ Connected Not required Servec 2010 No vulnerable apps Up-to-date < E{ GI|¢
Windows Reboot
Security zone B TX-CORP\administrator  Connected Not required Server 2016 No vulnerable apps Up-to-date
Run Script
Windows
Conference room, 2nd floor Disconnected Not required No vulnerable apps Up-to-date
Server 2019 Remote Desktop
Windows . L
For testing patches and updates TX-CORP\administrator ~ Connected @ Required Seriar 2010 @ 15 critical, 474 non-critical @ 3 critical, 8 non-crit  Deploy App
Windows Deploy Update
WK For testing patches and updates TX-CORP\administrator Connected @ Required Server 2019 @ 15 critical, 489 non-critical @ 3 critical, 9 non-crit
Uninstall App
Windows
For testing patch compatibility TX-CORP\Administrator  Connected Not required No vulnerable apps Up-to-date
Server 2019 Remove Endpoint

n 1-60f6 “ Switch Organization

i A B~ &8 (Unattended Installation) ( # Ul )

ZEF UL E Action] Agent - FBEZIZINEI Action]l WEEIKE EUEBESH#IT(run as
administrator) “msiexec/i ‘actionl_agent(My Organization).msi” /quiet” -

AR Actionl Agent X HFtmREEANLZE - EREESIEERTBEKT) - BRBAEBITLZERE

NARFFERNEAERERT - B EFFREAERNATEESFEHRR -

HREAETOEHE - FEZE Action] ENFEZENEERE LHITIES “msiexec /uninstall
“action1_agent(My_Organization).msi” /quiet” -

RIEFEER
https://www.actionl.com/documentation/adding-endpoints-manually/
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7~ . {EREFAEEIER (Group Policy)%&4z

GPO (Group Policy Object)8tfe 2k 2 — T8 = 2@ LISk EAkss E&IZ Actionl Agent 75
% -

B GPO MES LIt Actionl Agent

1. #BEf%l Endpoints W #E#E Install Agents I N & Actionl Agent ZHEZER - ABIKGHEE
| I ETIRR LRVIE SRR - IS PRV EL IR FS O] IR ENGZAE 2R 3K -

] Install Agent 2 Check Connection

Download and install Actionl agent

The agent will securely connect to Actionl Cloud using embedded authentication certificate and encryption key specific to
your organization.

Download Agent &g OR

Looking to add multiple endpoints automatically? Configure Agent Deployment instead.

Copy download URL [[]

CANCEL NEXT STEP

2. RAENEHEEREREHIA (Group Policy Management Console) i [0 T B 2 2| R g9 48
17 -

3. AREBEBYTISEZFTILAEPEIL GPO - AEBELIEEL(Link) -

4. FHOABEEREMRERM - BIW Actionl agent installation -

5. EHRIRED - BIEZEIK(Delegation)#IE - EiZFEEIBAVIEMAL) -

6. TEEEERE - Elf=i4H(Select User, Computer, or Group)R&E & - 544 5EE
(Object Types)iRE&#® “EiS(Computer)” -BIABIKZTBIIEE "BEZE(Check
Names) " UEHKE - #HANERRER HEXE - M5 - BXZEHEE

settings, delete, modify security)” -

AR BIEZLE Actionl Agent BHHIFIEEM -
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& Group Policy Management — O X
& File Action View Window Help - & %
o 2@ X G
&, Group Policy Management Action1 agent installation
v A F?rest tx-.corp.local S Details Settings Delegation

v (55 Domains ! . .
v ii te-corplocal These groups and users have the specified permission for this GPO
Eir Action1 agent i Groups and users:
= . " ~
E’é Default Domain Policy Name Allowed Pemissions
> [E1 Domain Controlers 52 Authenticated Users Read from Securty Fitering)
> :_:i:? G'OUP'POI'(V Objects $2 Domain Admins (TX-CORP\Domain Admins) Edit settings. delete. modify security
> L WMIFilters 52 Enterprise Admins (TX-CORP\Enterprise Admins) Edt settings, delete. modify security
2 ([ Starter GPOs 2 ENTERPRISE DOMAIN CONTROLLERS Read
> Cﬁ Sites 82, SYSTEM Edit settings. delete, modify security
£ Group Policy Modeling
[ Group Policy Results

Select User, Computer, or Group X
Select this object type:
oot (ot |
From this location:
frespica | ]
Enterthe object name to select (examples):
WKS-0007-TX| Check Names

Advanced... [ ok ][ cancel |

. e >
H ] Add... I Remove Propertties | Advanced...

7. EEMNANIETE Advanced - TEHTFRNEFEED - EESHATENER | SEARHE
%R (Apply group policy)s2 &% “727F(Allow)” -

8 WKS-0007-TXS$ (TX-CORP\WKS-0007-TXS) Edit settings, delete, modify security

Action1 agent installation Security Settings X
Security

Group or user names:

SR SYSTEM ~
& WKS-0007-TX$

$2 Domain Admins (TX-CORP\Domain Admins)

82 Enterprise Admins (TX-CORP\Enterprise Admins)

$2 ENTERPRISE DOMAIN CONTROLLERS N
< >

Pemissions for WKS-0007-TX$
< Write

Create all child objects

Delete all child objects

Apply group policy

Special pemissions v

For special pemissions or advanced settings, an ol
click Advanced. Ady:

© 2024 Softnext Technologies Corp. All Rights Reserved. R #5 & 7E: 02-2542-2526
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8. AREBEMBIUMBER
Configuration / Policies / Software Settings) °

9. 7TrERBEZ 4 Software installation BEH - AREEREZEFHE/ITE(New /

Package) -

'=[ Group Policy Management Editor

File Action View Help

oo 2FEe=H

TEEMREE (Edit) - AR EEERECE/BUR/EEERE (Computer

'=[ Action1 agent installation [WKS
v & Computer Configuration
v || Policies
v | ] Software Settings
[51 Software installat
» || Windows Settings
| Administrative Temp
| Preferences
v ¢ User Configuration
“| Policies
| Preferences

10. #E#ZF Agent MSI 18 - TEITRHEED - FEHERERERS "B B (Assigned)”

Deploy Software

Name

Select deployment method:

Published
(®) Assigned
() Advanced

Version Deploymentst... Source

There are no items to show in this view.

New > Package...
Paste

Refresh

View >

Arrange lcons >

Line up lcons

Properties

Help

X

Select this option to Assign the application without modffications.

OK Cancel

20
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11, MBUNZEESFHIRESRT -

[ Group Policy Management Editor

File Action View Help

e | 2@ E G| HFE

~

= Action1 agent installation [WKS|| Name Version Deploymentst... Source
v e Corgp;tlt'erConflguratlon Action1 Agent 4129  Assigned C:\AppLibrary\action1_agent(My_...
v (| Policies

v || Software Settings
Software installat
| Windows Settings
| Administrative Temp
| Preferences
v % User Configuration
| Policies
| Preferences

12. EIESE AT - #7T "gpupdate /force” - —BEEHEE - Agent 1§73 BRI EATR
BRI AIREAERE -

BEX Administrator: Command Prompt - gpupdate /force

Microsoft Windows [Version 160.
(c) 2018 Microsoft (rj»’*:w:f‘atio-..

sers\Ad
1r’c

WS HERRIE TR ¢

o 18 Internet EFWRARBMEE/EIRER/25/Fit/BEEEMMEBNE RS HE
(Computer Configuration / Administrative Templates / System / Logon / Always
wait for the network at computer startup and logon) &% “E/HEF" -

o IBNNEMRAE/BER/EIRIER/ 25/ HEER/ 8 EREN R EE F 5 R B (Computer
Configuration / Policies / Administrative Templates / System / Group Policy /
Specify startup policy processing wait time) N {E (timeout value) -
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. ISHERR

LT ZRMNERZESBINEE REE -

L% (Installation) : ZE#ERERERNWREZSELAEEERNIEN FH1T Actionl Deployer
5 Agent ZEET - BARMUEBEES HATHREENEE -

#Z (Deployment) : &F Hit RHELIEE Agent BIZMIRFHARB BEAERER - MRMTAIERE
REFERHR - AREBMBRH MRS - RPBREREED -

#AEEEHE (Network connectivity) : &FERAZE - EXEEANKEREREERER - LA
AHILEREITRNO 22543 #1443 ; w0 22551 AR AMEREITR - BB EEE QST
KigA prtEeiEs - FRNMBER PRSI IFLENEREE T BNED - BRFAER -
w2 RBXIERE -

REHTRBBRIAKREEMLER(Reports run too long or return no results) : ELifE
ORERERREFEZTETH (ARREEVNE - BRIVARNEZENIRANEE ) - Mol IERK
SR (BREVNT ) LE—BEBEEEENER -

AEELEZR (Alerts are not generated) : BREEESFEGREDR
Actionl.Platform@actionl.com 1 www.actionl.com EFHEHAEHIIABRE - It - BT
B LEBRHERERL - MR—EZLHRRNENEE—ERREEER 10 EE® - L®WaFEINH
(EEEER MEISWRIER ) - BBIBINEEIME R R EMECE R A DR EE G ER -

A LE PowerShell IARIBLRFENES ? B Avast f1 AVG & AV FERZET ol I LE Actionl
WITHO PS B - BERELE - FEMBERETR Actionl IBERIIABZE - Kt - A
MiimsRAEIN S  BMEREE/RE/—MR/BISMMenu / Settings / General / Exceptions) il
BN MEREAE R

o C\Windows\Action1\scripts

o C\Windows\Actionl\actionl_agent.exe

o C\Windows\Actionl\actionl_remote.exe


https://www.action1.com/documentation/firewall-configuration/
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Actionl]

EFREFREHEEES

w5
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1. Actionl ML E N FRESIR ?

Actionl #ENIRFYIZR - HPEREERERSH - IP MUNERGER - DRUREW - &
ZEEPANTHMERNNEHES -

E#/TEH - Action] Cloud EHBBENSHES  BENEREHFERN

| SRETE Web SIS DB RS BRE FHA R (HREH ). 2% - IBIEREH Action]
Cloud &AM - Bl - EEERERENSFINBES (MARE BEEHFFNEN
BEER ) -

SBLHMELR - B%H Agent 235 Actionl Cloud - #4% Actionl Cloud #&3@%8 SMTP 83
BB - REMREEAS - Actlonl BERE-L2EHER (Riik) 7X - R
HELRENSEEEMRECIEER - BB -

2. Actionl Z2ERZZEEEME ?

Actionl E2EREEAIFEEEERFBH/ED ( Virginia ) BAERE AR =& (Frankfurt, Germany)&
b/ BaY Amazon Web Services F—Hﬁl/i%%kﬁ E’]EHEP/L\ - IRCHABBZHIRREIEE L
A BRI AR ERERER - BB BRI R UG RN EK -

3. Actionl Cloud F9Z Z & 401 ?

Actionl FEEET 2 E T D M A Amazon Web Services &7t ENANE L = #HI F B AER
2 BRRESZENELENRE - Al - EASERZEFEMERE - ERNIZENERZEL
BREFEER - BRABPSATUATEOURERES "BEriBRE(keys to the

kingdom)”

Actionl Cloud #2 Actionl Agents & Deployer Z BRI FT BB EE BB ERFTAR AR SSL/TLS #
FET  ZWWERBHEESNMENNEINGE - U HBR  ERENEEPEAARENE
EfRE ©

Actionl Agent #l Deployer 7% B FHBEBRALZZREEE (RABNBRIR - BESES
MEF D) WHAZRERKRZNAGEE - BEINIE(Agent) EF I LI% S DNS 2ERAN
HinEHKE  RASE NS ERSEBEMLRE  LEFREKEIERR - B /BAELE
RBNARESEENESER -

24
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4. BITEATE Actionl ZHI S ER SMS #17ZER118E ?

ZAFENRBEAZTHBETRBINEZZE -  EBMANRER  RAZTRARHE—TENE -
SMS ABHRRBEZEN - AREARIBIAERESWRAHMEFEL -

£ Actionl & - EME=EF Google Authenticator * Twilio Authy  Duo Mobile
Microsoft Authenticator FS 3B RAREL - U5 - BOILIFIAHZER AT EFEHH—K
MR - MFA TERE SRBINGRE - BRECNEASRTSERNLEIRE -

5. Actionl Deployer K2t E B EE S ERAVRE - RITE?

Actionl Deployer EFEREIRERFEREE Action]l MR - ZRBENSELWRRE LEE
Agent - Actionl Deployer XEAE#FIELRFE 22X E Actionl Cloud &R Agent L -

YnSR#EAM Actionl Deployer I2HEEIR/&RE - ol UEREMEIZEIR - FlURBRFADER
(Group Policy) * FEIF#ELRR - NMRECRFZEHENEL - FELEKR L XHE (online
documentation) sk Bt BBl S2 45 -

6. Actionl {ERRMLE TCP/IP IO ?

Actionl Deployer ] Actionl Agents f#F3 TCP Port 22543 )% & & Actionl Cloud 4@
5 - EIUFHEZSTRILE TCP Port DUETE BL L ER: ( &8 REIARES-proxy servers )« A
Bk Port 22551 tEZFTFILI0ET 2P2 185N - ARFAIER - F2REKERE -

7. 8AEE Actionl i Z/MEIRE ?

Actionl £ —FIARRETIMEERZRII - BEEFERNIUERY - UK HEEEmR - BB
EEZ Agent UL - SERANEZEHER -

8. BEEFRAZVURHZER??

FRECFREUR IR E RS Actionl Cloud MUIGESEE - Action]l BEREEIKRERE 1GB - 4l
a0 - ¥R 100 [ElmRARVET OlRE - R MG IR &= 100 GB R Z=EERF R EREZ Bl (store
packages) - MIRFRFAINIZERE - FREFEARPIBE - R TLUERFHECE - BFEFRIM
=

25
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9. Actionl Agent EEEREMEENLRAENR ?

Actionl Agent E—BTR/NIVTIMITIESR (/iR 6 MB ) ITANERED - RIFRUAZEHR
Al BAEAE D BEMERZERANRE - FHLNES -

WMRRAEH - vEEAEZA CPU - IREMNERER - BERIURREANERERNHEN
BLRARENY (HINEARERSR ) B%  BREAKL 10-15 MB i@ Z=M - 30-50
MB RYEC1EES - B EHE 1 @ CPU REBEMMEREHRIZMG -

10. HERSAEEKZ2(TE ?

Actionl ER—RBRER/N\NSHEGEHE - £HEMR - ERANBEREECRRENE L (&R
MERE ) ERERK  BESEEENZEHREEANSKB (LHUMUELEEHENER :
BriBRsERAS/ )\ 10 EER )-

Iboh - IBAE—LEEE Agent EFHBENAES - EEBERRARL - BAKRMBREMANK
% 6 MB - 1 BREEHMAECCERBNING  BRESRBEER - B2 NREFEH
Actionl Deployer - BISI]AA KBV EMHEEH - £EEFER T - EMEH Actionl Cloud T&
—R . REBBBAUBIZEEEN 5 4 FTA Agent

11. FERMUMTEBAERANEmE R ?

Actionl 2% —BREBEN - B AFEARK Amazon Web Services ZAMNIERIE=A E SRR
7% - Actionl A E@RS LFEERTUSE=FEm tAMEREAUE=AERIRE - LI - 5
—ZXEFMAT - Action WEER 2B AIINEEAZOEITNES) - B3R - DevOps STz #5F -

12. BT BEAREERER PowerShell AR 5Ep% tHEIRYTNEE ?

W - EFOLIRBEARARTH—T] - B2 - BERIER NRERAERRMEZMA -
RIBEMMY - oIEREMMOEUEE - ST ILER LR UBEHASEAEDN - T8
TTHEEERRER  TESERE NET

MEE A MAARNRERE - BEORMEERAK - EHEE BENBB MR AEENER - 218
FEEEIRRET - cIEFEAESNERER (HIBEH - NEBEERNEH EFHHERS)-

REENZE - BNEREEEE (RHMERHES 100% E4R ? ) UKBR M —iRo/E%
M2 - Actionl BOR 7 ELERRE - WEBR—HNERDMBEENNSUNEREREEZN 7
RZMIMNE -



